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Abstract
Flaw reporting for deployed AI systems is fun-
damental to identifying system failures and im-
proving AI safety. Yet the AI reporting ecosystem
is fragmented: researchers who identify flaws of-
ten do not know what or where to report, and
groups who receive reports rarely share them with
other relevant stakeholders. As a result, good-faith
reporters duplicate effort by submitting many dif-
ferent forms, and recipients lack standardized,
triage-ready information. We survey 12 report-
ing systems published by AI developers, cyber-
security groups, and AI flaw aggregators, identi-
fying five recurring design challenges spanning
discoverability, scope, information collection, co-
ordination, and guidance for strict-liability cases.
Building on this analysis and feedback from 49 ex-
perts across 32 organizations representing devel-
opers, security researchers, and ecosystem coordi-
nators, we introduce FLARE-AI, an open-source
AI flaw reporting system designed for interoper-
ability with existing systems. FLARE-AI stream-
lines flaw report creation by collecting triage-
relevant information through conditional logic
and early classification, then enables optional dis-
semination of standardized, machine-readable re-
ports to multiple developers, coordinators, and in-
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cident registries from a single submission. By low-
ering barriers to reporting AI flaws and improving
interoperability across stakeholders, FLARE-AI
helps break down silos and accelerate remediation
across the AI ecosystem.

1. Introduction
Independent, third-party evaluation is a cornerstone of AI
accountability (Raji et al., 2022; McGregor et al., 2024a;
Householder et al., 2024; Stosz et al., 2025). While static
benchmarks enable standardized comparisons, many high-
impact risks are discovered through dynamic evaluation
and real-world observation: safety and security testing, red
teaming, and the investigation of deployed system failures
(Angwin et al., 2016; Raji & Buolamwini, 2019; Zou et al.,
2023; Carlini et al., 2024; Hughes et al., 2024). To reme-
diate flaws, researchers must be able to report them to the
right stakeholders, and recipients must be able to triage and
respond (McGregor, 2021; Cattell et al., 2024b).

Today, AI flaw and incident reporting is neither streamlined
nor interoperable (Longpre et al., 2025). Reporting channels
are difficult to discover and onerous to complete, reporters
must decipher what flaws are in scope for each channel,
and when flaws implicate multiple entities, reporters must
submit duplicative reports with little guidance on which
stakeholders should receive them. Compounding this burden,
the ecosystem remains siloed: recipients rarely coordinate
with other affected parties, delaying mitigation when flaws
affect multiple systems. Emerging governance frameworks
such as the EU AI Act (Article 73) (European Parliament,
2024) and the U.S. AI Action Plan (The White House, 2025)
are beginning to mandate incident reporting, underscoring
the need for standardized, interoperable infrastructure that
enables consensus on what constitutes a reportable incident
and how to respond effectively.
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Figure 1. FLARE-AI Reporting Workflow Overview. The system guides reporters through eight steps from initial classification to report
generation and routing. Fields marked with asterisks (*) are required. Blue text indicates conditionally displayed fields based on the Step 1
classification questions. The routing partners in the image represent real stakeholder commitments at the time of writing.

To design a practical reporting system for this setting, we
combine ecosystem analysis with stakeholder input. We
conduct a detailed survey of 12 prominent AI reporting
systems, comparing their in-scope definitions, taxonomies,
information collection, and post-submission coordination
practices, and collect feedback from 49 experts across 32
organizations representing AI developers, flaw coordina-
tors, security researchers, and policy organizations. From
these efforts, we identify five recurring design challenges:
(1) discoverability and process transparency, (2) ambiguous
in-scope coverage and incompatible taxonomies, (3) incon-
sistent information collection and missing triage details, (4)
limited interoperability, sharing, and coordination, and (5)
insufficient guidance for strict-liability cases.

We address these challenges with FLARE-AI, an open-
source AI flaw reporting system developed in collaboration
with key stakeholders including coordination bodies (CERT,
MITRE), incident databases (AIID), infrastructure providers
(Hugging Face), international organizations (OECD), and
model developers (OpenAI, Anthropic, Google). FLARE-
AI broadens intake (all flaws, hazards, vulnerabilities, and
incidents are in scope) while structuring triage through early
classification and conditional routing. FLARE-AI enables
reporters to generate and download reports themselves, with-
out any storage or routing, in case they wish to handle dis-
semination entirely themselves. Most importantly, FLARE-
AI enables optional dissemination of standardized, machine-
interpretable reports to multiple developers, coordinators,
and registries from a single submission, reducing duplicated
effort and improving interoperability across the reporting
ecosystem. An early, anonymized demo is available here:
https://ai-flaw-reporting-frontend-app
.vercel.app/.

Our main contributions span ecosystem analysis, system
deisgn, and infrastructure construction – each grounded in
empirical study of existing systems and iterative consulta-
tion with the stakeholders who will receive and triage these
reports:

1. The first extensive survey of AI reporting systems:
We analyze 12 prominent AI flaw and incident report-
ing schemes, characterizing their scope, taxonomies,
information requirements, and coordination practices,
and distill five ecosystem-wide design challenges.

2. FLARE-AI, a novel AI flaw reporting system: We in-
troduce a reporting system that balances ease of report-
ing with triage-relevant detail using early classification,
conditional logic, and few required questions.

3. Interoperable, one-stop dissemination across
groups: In collaboration with infrastructure providers,
cybersecurity centers of excellence, and model
developers, including CERT, MITRE, and Hugging
Face, we enable standardized, machine-readable report
generation and optional dissemination to multiple
stakeholders, reducing silos and duplicative reporting.

2. Background and Problem Statement
Billions of people use general-purpose AI (GPAI) systems,
but infrastructure for identifying, reporting, and remediating
flaws that users find has not kept pace with AI deployment
(Bengio et al., 2025). Developers and deployers of GPAI
cannot identify all of the critical flaws in their systems,
particularly when systems are deployed in contexts not con-
templated during development. Sourcing flaw reports from
expert external researchers as well as users can provide
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Table 1. De�nitions of Key Terms

Term De�nition

Flaw A set of conditions or behaviors that allow
the violation of an explicit or implicit policy
related to the safety, security, or other un-
desirable effects from use of the AI system
(Cattell et al., 2024a; Walshe & Simpson,
2022; Longpre et al., 2025).

Incident A real-world event that has resulted in harm,
loss, or policy violations (OECD, 2024; Mc-
Gregor, 2021; Dixon & Frase, 2024a).

Hazard A set of conditions that may lead to an in-
cident; commonly used by safety engineers
(Khlaaf, 2023; OECD, 2024).

Vulnerability A set of conditions that may lead to an inci-
dent; commonly used by security profession-
als for software security threats (Leveson,
2019; Householder et al., 2017b; Anderson
et al., 2023).

a greater diversity of subject matter knowledge, novel ap-
proaches to �aw identi�cation, independence, and greater
speed and throughput.

Throughout this work, we use the terms �aw, incident, haz-
ard, and vulnerability as de�ned in Table 1. Flaw is the
broadest category, encompassing all issues that may or may
not involve malicious intent and may or may not have al-
ready caused harm.

To enable such external reporting, a number of developers
and cybersecurity groups have established channels for re-
porting AI �aws, ranging from highly structured forms to
open-ended email inboxes. Yet the current reporting ecosys-
tem for AI �aws has three fundamental issues:

1. Reporting channels are not discoverable: It is dif�-
cult for even experienced AI researchers to understand
where they should submit reports of AI �aws. Develop-
ers often have two or three separate emails for different
kind of reporting, causing confusion. This contributes
to a poor reporting culture, where many jailbreaks are
posted on social media; sometimes irresponsibly.

2. Reporting channels are not interoperable: Forms
from different organizations are not interoperable in
that they collect different information, use different tax-
onomies of harm and scopes of what is reportable, and
operate under different terms regarding what can be
shared publicly or with other organizations. As a result,
reporting a �aw to one developer does not necessarily
speed the process of reporting it to another.

3. Reporters bear the burden of dissemination: Recip-
ients of AI �aw reports do not by default share those
reports with other groups. This poses an acute issue for

universal �aws, which can affect many GPAI systems
simultaneously (Zou et al., 2023). For each impacted
stakeholder to receive notice, the individual who dis-
covers the �aw must report to each of them.

Our work builds on established practices in coordinated
vulnerability disclosure, bug bounty programs, and AI eval-
uation methodologies. A comprehensive review of related
work on vulnerability disclosure frameworks, AI red team-
ing, incident databases, and transparency mechanisms is
provided in Appendix A.

To understand these problems in depth and design effective
solutions, we conducted a comprehensive study of the exist-
ing reporting ecosystem and engaged with key stakeholders
across the AI safety and security community.

3. Methodology

The many AI �aw reporting systems offer competing points
of entry to �aw reporting. There is limited interoperability
or sharing of these �aws, especially between AI developers,
despite clear applicability between them, and security/safety
bene�ts to sharing this information. In this work, we assess
�aw reporting systems to build an open source reporting
form which connects the various �aw networks, rather than
competing with, or replacing them. This requires ensuring
the collected information bridges the various entry point
requirements, and remains suitably easy both to submit re-
ports and to triage them. To design an AI �aw reporting
system, we (a) reviewed 12 existing reporting forms and
schema proposals, and (b) collected feedback from experts
across various organizations representing three core groups:
AI �aw report recipients (including AI developers, �aw co-
ordinators), AI �aw reporters (AI and security researchers),
as well as other general experts in AI �aw reporting.

3.1. Comparative Analysis of Existing Reporting
Systems

Among the analyzed forms, we selected 12 of the most
prominently discussed, from among those currently offered
by popular AI developers (OpenAI, Anthropic), AI incident
reporting databases (AVID, AIID (McGregor, 2021)), secu-
rity vulnerability coordination organizations with a focus
on AI (CERT, CISA, MITRE ATLAS (Liaghati, 2025)),
and other organizations now collecting or proposing collec-
tion of AI-related �aws (AIAAIC, Mozilla's 0DIN, OECD
AI Incidents and Hazards Monitor (AIM) (OECD, 2024)).
Note that some organizations like CISA have more report-
ing forms, but we chose to select a representative subset
spanning organizations.

We analyzed these forms across two dimensions. First, we
examined high-level characteristics including scope (what
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types of issues are reportable), taxonomies used for classi-
�cation, reportable systems (vendor-speci�c or universal),
number of required and total �elds, presence of CSAM
guidance, sharing and coordination policies, and public dis-
closure pathways. Second, we conducted detailed �eld-level
analysis examining what speci�c information each form
collects, such as reporter information, system identi�cation,
�aw description, impact assessments, affected stakeholders,
reproducibility steps, and evidence requirements. The full
comparison methodology and detailed analyses are provided
in Appendix B.

3.2. Multi-Stakeholder Consultation Process

To re�ne our understanding of design challenges and vali-
date potential solutions, we conducted consultations with 49
experts across 32 organizations between June and August
2025 (Table 2). Stakeholders represented AI developers, AI
safety organizations, vulnerability coordination bodies, inci-
dent databases, academic researchers, bug bounty platforms,
and policy organizations. They provided feedback through
demonstrations of early prototypes, written responses to
structured questions, and iterative design discussions. For
red teamers and security researchers, sessions were addi-
tionally structured as user studies in which participants �led
reports against real �aws they had previously identi�ed, with
their reporter experience captured as feedback (D.1). Table
6 documents speci�c design changes made in response to
this consultation process.

Table 2. Stakeholders Consulted in FLARE-AI Development

Stakeholder Type Organizations Count

AI Developers Hugging Face (1), Anthropic (2), OpenAI (2),
Google (1), Cohere (1), Meta (1), NVIDIA (1)

9

AI Safety Orgs. Humane Intelligence (2), Thorn (1), AI Village
(1), FMF (1)

5

Coordination Bodies CERT CC (2), CISA (1), MITRE (1) 4
Incident Databases ARVA/AVID (3), AIID (1), MIT AI Risk Repos-

itory (2)
6

Academic Researchers MIT (3), Stanford (5), Berkeley (2), Princeton
(2), Northeastern (1), Harvard (1)

14

Bug Bounty Platforms Bugcrowd (1), HackerOne (2) 3
Other Organizations OECD (2), Partnership on AI (1), ML Commons

(1), Center for AI and Digital Policy (1), UL
Research (1), RAND (1), IBM Research (1)

8

Total 32 organizations 49

The consultation revealed several critical tensions in form
design. Reporters prioritized simplicity and minimal sub-
mission barriers, while recipients emphasized comprehen-
sive information for effective triage. Child safety experts
highlighted risks of inadvertent illegal material distribution,
particularly for CSAM. Security professionals stressed com-
patibility with existing frameworks like CVE and CWE.
Academic researchers identi�ed taxonomic ambiguities
and noted that harm severity assessments must distinguish
individual-level from societal-level impacts. These tensions
informed the design decisions we describe in Section 5.

The complete consultation methodology, detailed feedback
by stakeholder type, and speci�c design re�nements are
documented in Appendix D.

4. Survey Results: Five Design Challenges

In this section, we present the results of our comparative sur-
vey of 12 AI �aw and incident reporting systems. Through
our analysis and stakeholder consultations, we identify �ve
recurring design challenges that hinder effective �aw report-
ing in the current AI ecosystem. These challenges informed
the design of FLARE, which we present in Section 5.

All reporting systems were compared across �ne-grained
criteria in Figure 3 and overall design in Figure 2. Overall,
we �nd that AI reporting options are inconsistent with
one another and often silo their data.

This fragmentation creates two compounding problems: re-
porters struggle to identify the right venue(s) and must often
duplicate effort across systems, while recipients frequently
lack standardized, triage-relevant information and mecha-
nisms for coordination across stakeholders. We organize
these observations into �ve design challenges: (1) discover-
ability and process transparency, (2) interpreting in-scope
coverage and taxonomies, (3) balancing reporter burden
with triage-relevant information, (4) interoperability, shar-
ing, and coordination, and (5) guidance for strict-liability
cases. We detail each challenge below.

4.1. Discoverability and Process Transparency

In discussions with AI �aw researchers, we found many
were unaware of existing reporting options–particularly Ope-
nAI and Anthropic's pathways, or which applied to speci�c
�aws. Awareness of vulnerability coordinators like CERT,
CISA, or MITRE was even sparser among AI researchers
than software security experts.

Researchers �agged limited clarity on core process details:
anonymity, public disclosure, and downstream coordination.
Our survey (Figure 2) reveals meaningful differences: only
3 of 12 allow anonymity, 9 allow public disclosure, and 8
conduct cross-organization coordination. Without clearer
guidance or standardization, researchers may hesitate to
adopt these tools.

4.2. Ambiguous In-Scope Coverage and Incompatible
Taxonomies

In Figure 2, we �nd substantial variation in what systems ac-
cept as in-scope. In the case of OpenAI, multiple reporting
options may cover the same category. Even where systems
clarify scope, like Google's Vulnerability Reporting Pro-
gram (VRP), limitations apply: Google de�nes four prompt
attack categories but only three are in-scope for its VRP,
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Figure 2. A high-level comparison of AI �aw/incident reporting design. Table 5 de�nes the speci�c criteria we used to evaluate the
scope of �aws, taxonomies, reportable systems, rigor of information collected, and other coordination choices. Table 3 details the reporting
forms.

with content violations directed to separate channels. Sys-
tems often restrict to speci�c categories (incidents only,
vulnerabilities only) or accept multiple types. Determin-
ing scope requires careful documentation review yet often
remains ambiguous.

Additionally, the taxonomies used to capture the type of �aw,
its impact, and potential harms vary widely. For instance, the
AI Incident Database (AIID) referenced an existing harm
taxonomy (Hoffmann & Frase, 2023), whereas AIAAIC and
OECD developed their own harm taxonomies (Abercrombie
et al., 2024; OECD, 2023). Multiple academic papers and or-
ganizations have attempted to catalog AI �aws and impacts
to provide a shared vocabulary for rapid triage (MITRE Cor-
poration, 2024; Klyman, 2024; Zeng et al., 2025; Weidinger
et al., 2022). However, standardization and interoperability
across taxonomies is largely absent, meaning forms collect
information that is not easily translated across systems.

4.3. Inconsistent Information Collection and Missing
Triage Details

On multiple occasions, AI researchers approached us with
�aws that implicated multiple AI developers. Their primary
question was: where should they report the �aw to follow
responsible disclosure practices? The answer was often:
multiple reporting systems, each with distinct information
requirements, expectations, and functionality—an onerous
burden for reporters.

The information collected across systems, even when they
cover the same or similar scope, differs substantially–from
extensive (53 �elds for MITRE ATLAS) to sparse (7 for
OpenAI's Bugcrowd form). Collecting more information
enables faster triage, but less information reduces reporter
burden and increases submission likelihood. A second di-
mension is which �elds are optional versus required. The
central challenges are (a) lack of standardization limiting
interoperability, and (b) mismatch between reporter burden
and recipient needs.

For example, developers emphasized that models are offered
through many products and services. Claude, for instance,
spans model families, versions, modes (e.g., extended think-
ing), and access pathways (website, API, or embedded prod-
ucts like Cursor). To remediate effectively, developers need
the model, version, access channel, and location (relevant for
local laws). However, most systems collect only the model
name, or additional details via open ended, non-standardized
�elds (such as Google VRP), thereby limiting intake of ac-
tionable information that would speed up triage.

4.4. Limited Interoperability, Sharing, and
Coordination

Our survey also revealed substantial differences in how re-
ports are handled after submission. There is little evidence
that AI developers make reports public or share them with
competitors, even when models could plausibly share the
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